Digital Literacy & Online Safety: Progression Map (EYFS – Year 6)
Introduction
Our curriculum is structured into eight key strands. These strands are revisited annually to ensure that learning is embedded and that the complexity of the content grows alongside the maturity of the children. This map outlines the "I can" statements that define successful progression at each key stage.

1. Self-Image and Identity
Focus: The difference between online and offline identity and the impact of technology on self-perception.
· EYFS: Recognise that being on-screen is different to real life and talk about things I do online.
· Year 1: Recognise that anyone can say ‘no’ or ‘please stop’ if they feel uncomfortable and identify my own feelings.
· Year 2: Explain how people represent themselves in different ways online (e.g. using an avatar).
· Year 3: Explain what is meant by ‘identity’ and how my online activity can affect how I am seen.
· Year 4: Describe how online identities might be different from real-life identities and how people can be influenced by others online.
· Year 5: Explain how someone's digital personality might affect the information they see (e.g. search results) and how this influences beliefs.
· Year 6: Critically analyse the ways people represent themselves online and the pressures to conform to certain online "ideals".
2. Online Relationships
Focus: Communication styles and strategies for positive, respectful interaction.
· EYFS: Recognise that people can talk to each other using technology and identify people I know online.
· Year 1: Explain why it is important to be kind and polite online just as it is offline.
· Year 2: Describe how to behave online so I do not upset others and know what to do if I feel sad or worried.
· Year 3: Explain why knowing someone online is different to knowing them offline and understand the meaning of "trust".
· Year 4: Explain how to be part of an online community and make positive contributions to it.
· Year 5: Describe strategies for safe and fun experiences in a range of online social environments and identify "red flags".
· Year 6: Explain the importance of giving and denying consent online and demonstrate how to support others experiencing difficulties.
3. Online Reputation
Focus: How digital content shapes how others see us and how to manage that footprint.
· EYFS: Talk about different types of information on the internet (pictures, text, video).
· Year 1: Identify ways that I can put information on the internet (e.g. uploading a photo).
· Year 2: Describe what information I should not put online without asking a trusted adult first.
· Year 3: Identify and describe the kinds of information I should be willing (or unwilling) to share about myself.
· Year 4: Explain how information put online can last for a long time and could be copied or shared by others.
· Year 5: Describe how anyone’s online information can be seen by others and why I need to manage my "digital footprint".
· Year 6: Explain how others may use my online information to make judgements about me (e.g. future employers or schools).
4. Online Bullying
Focus: Identifying, reporting, and preventing online aggression.
· EYFS: Know that people can be kind or might be unkind online.
· Year 1: Identify that some people can be unkind online and describe how that might make someone feel.
· Year 2: Describe how to get help from a trusted adult if I see something that makes me feel sad or frightened.
· Year 3: Explain what bullying is and identify the impact of online bullying on the person being bullied.
· Year 4: Describe a range of ways to report concerns and access support (e.g. blocking, reporting buttons).
· Year 5: Identify and assess behaviours that might be seen as bullying in different contexts (e.g. gaming vs private chats).
· Year 6: Explain the legal consequences of online bullying and aggressive behaviour and identify my responsibilities as a witness.
5. Managing Online Information
Focus: Searching for, evaluating, and interpreting digital content.
· EYFS: Use and talk about on-screen programmes, pictures, or stories to find information.
· Year 1: Use the internet as a way of finding things out and identify the devices I use to do this.
· Year 2: Use simple keywords in search engines and navigate a webpage using buttons like ‘back’ or ‘home’.
· Year 3: Explain the difference between things that are ‘made up’ and things that are ‘real’ or ‘true’.
· Year 4: Explain the difference between a ‘fact’, an ‘opinion’, and a ‘belief’ and give examples of where they appear online.
· Year 5: Explain how search results are ranked and why some information might be biased or misleading.
· Year 6: Critically evaluate the reliability of online sources and demonstrate how to use advanced search filters to refine results.
6. Health, Wellbeing and Lifestyle
Focus: The impact of technology on physical and mental health.
· EYFS: Talk about the difference between online and offline activities and identify when I need to take a break.
· Year 1: Identify rules that help us stay safe and healthy when using technology at home.
· Year 2: Explain why it is important to balance time spent on technology with other activities like sleep and exercise.
· Year 3: Explain why some online activities (like games) have age restrictions and why it is important to follow them.
· Year 4: Describe the impact that technology can have on physical and mental health (e.g. posture, sleep, mood).
· Year 5: Explain how online technology can be used to promote a healthy lifestyle and the importance of "digital detox" time.
· Year 6: Describe strategies for dealing with online pressure and the impact of social media on mental wellbeing.
7. Privacy and Security
Focus: Strategies to protect personal data and digital systems.
· EYFS: Take care of technology and use it safely under the supervision of an adult.
· Year 1: Identify simple examples of personal information (e.g. name, address, age) and know who to trust with it.
· Year 2: Explain how passwords are used to protect information and identify more detailed personal info like school name.
· Year 3: Describe simple ways to make passwords secure and explain why we shouldn't share them with friends.
· Year 4: Explain how to manage privacy settings on a range of devices and why they are important.
· Year 5: Describe how data is collected and used by companies and the risks of sharing location or financial data.
· Year 6: Identify common online security threats (e.g. phishing, malware) and describe technical strategies to protect my devices.
8. Copyright and Ownership
Focus: The concept of intellectual property and crediting others.
· EYFS: Know that work I create (e.g. a drawing on a tablet) belongs to me.
· Year 1: Name my work so that others know it belongs to me.
· Year 2: Explain why I should ask for permission before I use or share someone else's work.
· Year 3: Explain the concept of "copyright" and why it is important to credit the original creator.
· Year 4: Demonstrate how to find and use media that is free to use (e.g. Creative Commons).
· Year 5: Explain the ethical and legal implications of downloading or sharing copyrighted material without permission.
· Year 6: Explain how to protect my own creative work and the consequences of "stealing" content online.

